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22 APRIL  2020
JÖRN WEBER ANASTASIA KORNILOVA

Key DarkNet Investigation Techniques 
Webinar

Jörn Weber is an investigator and the managing 
director of the corma GmbH. 

Before his time at corma, he worked as a police officer 
in NRW for nearly 20 years and left the service as 

Kriminalhauptkommissar
(Detective Chief Inspector).

Sales Director
at Social Links

sales@mtg-bi.commail@corma.de

https://corma.de/en/%3Froistat_visit=100018


Maltego Classic / XL and Social 
Links Pro features will be 
presented

AGENDA

1. Introduction about Social Links

Case 1: Discovering Socials and checking 
also Dark Net.

Case 2: Best practice from Jorn for 
analysing Dark Net posts.

Case 3: Starting with PGP and checking 
what else is there?

Case 4: overview of what can be found 
with Social Links in Dark Net. 

5. Q & A session

Key DarkNet
Investigation
Techniques



Clients from all 
around the World
from 55+

Since 2015, 5 Years of Open Source 
Data Mining Tool Development

700+ 

50% . 

countries

Sources 
40+ 

Transforms

EU Law Enforcement organizations 
already use Social Links for Open Source, 
Social Media and Dark Web Intelligence

5 TOP 5 Industries: Law Enforcement, Cyber Security, Finance 
and Banking, Consulting and Due Dill

Key facts about Social Links

Our own Social
Links database

9TB



ANASTASIA KORNILOVA JÖRN WEBER

Q & A session

SOCIAL LINKS DEMO, TRIAL, 
PURCHASE INQUIRIES 

sales@mtg-bi.com

TRAINING  OF MALTEGO AND SOCIAL 
LINKS

Register at corma.training to get 
a 10% discount!

mail@corma.de

https://corma.de/en/course-portfolio/maltego-classic-bootcamp-osint-internet-investigations-with-maltego/


Social Links Webinar:

Dark Net Investigations



About us– corma GmbH
A g e n c y  f o r  i n v e s t i g a t i o n s ,  r e s e a r c h a n d  
i n t e l l i g e n c e  s o l u t i o n s

• Global Corporate Investigations
• Intelligence Solutions
• Trainings & Workshops
• Based in Germany

Social Links Webinar, April 2020 6



N e v e r  w o n d e r,  a l w a y s k n o w !
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About Me: Jörn Weber

• 19 Years Police Germany (NRW), 
Kriminalhauptkommisar a.D.

• since 1999 managing partner corma GmbH

• Investigator

• Trainer for:

• Internet Investigations / OSINT 

• Maltego 

• Social Links

• Paliscope
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Pre-Announcement

• Maltego Classic Bootcamp – German Version –
will start on 27th April

• Maltego Classic Bootcamp – English Version 
– will start ~ 5th May

• Social Links Online Course – currently beeing 
recorded

• The first
Maltego Online Video Training
will start soon!

Register at corma.training to get a 10% discount!

https://corma.de/en/course-portfolio/maltego-classic-bootcamp-osint-internet-investigations-with-maltego/
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Case 2
• Search for Keyphrases in the Dark Net
• Find the information inside the posts

• with Maltego
• with exported data

• Tips:
• Use „quotation marks“ to avoid unwanted 

noise
• create multiple „Phrase Entities“ with 

different keyword variations -> this allows to 
see links

• Select Entity Type „forum post“ and export to 
table for efficient review outside of Maltego.
• see instructions at the end of the slide deck
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Case 3
• How to follow links from PGP Keys
• Find the information „within“ public PGP Keys

• Conduct further investigstions into possible Dark Net user
• Identify the user and related new information
• Follow the lead
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Case 4
• Why should you always use the Social Links Dark Net Transforms?

• Because it‘s easy and fast – you never know if that opens a new path to new information.

• Which entities you can (should) use?
• How are they linked?



Thank You
Jörn Weber

+49 2163 349 0081

jw@corma.de

www.corma.de

corma GmbH
Hochstr. 2
41379 Brüggen
Germany

Twitter: @corma_agency

Online Training Courses: https://corma.training
Workshops: https://corma.de/en
Blog: https://corma.de/en/blog/

https://corma.training/
https://corma.de/en
https://corma.de/en/blog/


Instructions for 
Export



Select „Post“ Entities Select „Export Graph to Table“

E x a m p l e :  S o c i a l  L i n k s  „ D a r k  N e t  Tr a n s f o r m s “

Export Information



Selection only – human readable File Name & preferred* export format

E x a m p l e :  S o c i a l  L i n k s  „ D a r k  N e t  Tr a n s f o r m s “

Export Information

*I prefer „csv“, but 
feel free to try Excel 
format. Because…



Export as *csv complete Import *csv via Libre Calc*

E x a m p l e :  S o c i a l  L i n k s  „ D a r k  N e t  Tr a n s f o r m s “

Export Information

*my preferred way 
to import csv 
directly: Libre Office

http://libreoffice.org


Set Column width for „post text“ Wrap text automatically

E x a m p l e :  S o c i a l  L i n k s  „ D a r k  N e t  Tr a n s f o r m s “

Export Information



Find information

E x a m p l e :  S o c i a l  L i n k s  „ D a r k  N e t  Tr a n s f o r m s “

Export Information


