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Key DarkNet
Investigation 1. Introduction about Social Links

Techniques Cace 1 D ol and check
_ dse 1. viscovering >0cClals ana checking
@ @ also Dark Net.

Case 2: Best practice from Jorn for

AGENDA analysing Dark Net posts.

Case 3: Starting with PGP and checking
what else is there?

Maltego Classic / XL and Social
Links Pro features will be

presented Case 4: overview of what can be found

with Social Links in Dark Net.

5. Q & A session




SOCIAL LINKS

Key facts about Social Links

Since 2015, 5 Years of Open Source
Data Mining Tool Development

40+ 700+ 9IB

X Sources Transforms Our own Social

Links database

EU Law Enforcement organizations

‘ 5 O% already use Social Links for Open Source,
Social Media and Dark Web Intelligence

, Clients from all
@ around the World

. , from 5 5 + countries

TOP 5 Industries: Law Enforcement, Cyber Security, Finance
P and Banking, Consulting and Due Dill



Q & A session

ANASTASIA KORNILOVA JORN WEBER

SOCIAL LINKS DEMO, TRIAL, TRAINING OF MALTEGO AND SOCIAL
PURCHASE INQUIRIES LINKS

Register at corma.training to get
a 10% discount!

sales@mtg-bi.com
mail@corma.de


https://corma.de/en/course-portfolio/maltego-classic-bootcamp-osint-internet-investigations-with-maltego/
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Social Links Webinar:




About us— corma GmbH

Agency for investigations, research and
intelligence solutions

Global Corporate Investigations
Intelligence Solutions
Trainings & Workshops

Based in Germany
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About Me: Jorn Weber

Never wonder, always know!

19 Years Police Germany (NRW),
Kriminalhauptkommisar a.D.

* since 1999 managing partner corma GmbH
* Investigator
* Trainer for:

* Internet Investigations / OSINT

* Maltego

e Social Links

* Paliscope
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Pre-Announcement

* Maltego Classic Bootcamp — German Version —
will start on 27th April

* Maltego Classic Bootcamp — English Version
— will start ~ 5th May

cial Links Online Course — currently beeing

MALTEGO CLASSIC (¢ —

BOOTCAMP

jgations
OSINT & Internet Investigati®

with Maltego
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https://corma.de/en/course-portfolio/maltego-classic-bootcamp-osint-internet-investigations-with-maltego/
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Case 2

E

Search for Keyphrases in the Dark Net W

Find the information inside the posts iz - -
with Maltego = ‘ e
with exported data

Tips:
Use ,,quotation marks“ to avoid unwanted
noise

create multiple ,Phrase Entities” with
different keyword variations -> this allows to
see links

Select Entity Type ,,forum post” and export to
table for efficient review outside of Maltego.

see instructions at the end of the slide deck
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Case 3

How to follow links from PGP Keys S e
Find the information ,,within“ public PGP Keys e NG
Conduct further investigstions into possible Dark Net use :nfi EER\e! bt
|ldentify the user and related new information L Vo Fe s =
Follow the lead \
P

®

2 L ] Ry
) n - @
0 :
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Case 4

Why should you always use the Social Links Dark Net Transforms?
Because it‘s easy and fast — you never know if that opens a new path to new information.

Which entities you can (should) use?

How are they linked?

*
Use these entities for the start: @ .’f‘ v —
R 2
9 =
Start Entities ‘* =
. .’
> Ny
- N s soa
= W g
% N] cam s 9
o
L~
S O .* =S
= L]
PGP Key Search Alias Some phrase
(B 9
K -
1F1tAaz5x1HUXrCNLbtMDgcw605GNn4xgX Pretoria, South Africa @
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/\/ Thank You

Jorn Weber
+49 2163 349 0081
jw@corma.de

WWWw.corma.de

R RS

Twitter: @corma_agency

corma GmbH
Hochstr. 2
41379 Bruggen

Germany



https://corma.training/
https://corma.de/en
https://corma.de/en/blog/

" Instructions for
- Export




Export Information

Example: Social Links ,Dark

Select ,,Post” Entities

den W Select Bookmarked " Reverse Links Q Zoom to Fit Q Zoom In
@, Zoom 100% & Zoom Out

% Selectby Type

Q Zoom to - C\ Zoom Selection

01 posts example complete X -

o 3

,a Select Leaves Darknet Forum Post.

[ ] phrase

“email hacked™

n: benihana on December... do not have time to learn maybe ... >>524328 Not really because it's...

You did nothing wrong, what you

Net Transforms”

Select ,,Export Graph to Table”

ie@ERBS » =&

Save All

"’ License Manager

@ More about Maltego

»

o Export Configuration
» Export configuration in an MTZ file to share

them with other Maltego users

O‘ ’  Export Entities I
B Export entities in an MTZ file em
with other Maltego users.

Export Graph to Table
Export graph to a table structured format.

Export Graph as Image
Export the current view as a GIF, PNG, BMP
or JPG image.

Export Graph as XML
Export the current graph or selection as
XML.

4 Generate Report
-E Export the current view as a PDF report
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Export Information

Example: Social Links ,Dark Net Transforms®“

Selection only — human readable File Name & preferred* export format

Graph Export Wizard Graph Export Wizard

STEPS

1. Seftings
Select File _
lect File

Export 3. Export SaveIn: D\__WebinarExports
() Whole graph | posts 1.csv

- [ posts 2.csv
— &) products 1.csv

S *| prefer ,,csv”, but

Content Format

() source and Target Entity values only

All Property Values [] separate Link File feel free to try EXceI

Grouped by Entity type (human readable)

() Entity property flat map (machine readable) fo r m at . Be Ca U Se

Preview

A B c D E F

maltego.dark... Post D Domain TopicTile  |Topic D ‘Topic Url

EntityD properties.d... (domain topic_title topic_id topic_url
D1cwyjo4SS... 13087256¢2... (dreadditevel... GOLD PLAT... |13087256c2... hitp:/dreaddi
R1cwyjo4S5... 7173€2c491... dreadditeveli... Looking for ... |7173e2c491... |http:/idreaddi

The following error(s) occurred:

java lang llegalArgumentException: The maximum length of cell contents (text) is 32767 characters

R1cwyjodss... 99226 darkmarketrit. Banom nour ... 26523 http:/idarkma.

R1cwryjo4ss. GOLD PLAT.
R1cwyjo455... [0dc3969c3c... |dreadditeveli... any good pr... [b13770f1b11...|http:/idreaddi

R1cwyjodss. GOLD PLAT. o
File Name:  darknet-posts-exctract

Files of Type:| Comma Separated Values (*.csv)

Excel File (2007-) (*xisx)
Excel File (97-2003) (*xis)




Export Information

Example: Social Links ,Dark Net Transforms®“

Export as *csv complete

Graph Export Wizard

Select File
Export Complete

Summary

Exported items:

3970 Entties exported
0 Links exported
3972 Rows written

Text Import - [dark-net-export.csv]

Import

Character set:

Language: vDefauIt - German (Germany) T|

From row: 1 S

Separator Options
O Fixed width

@® Separated by

Tab Comma Semicolon [ Space [ Other

[ Merge delimiters [ Trim spaces String delimiter:

Other Options
[ Format quoted field as text

[ Detect special numbers

Fields

p——
Standard IStandard

1 maltego.darknet.forum.post Post 1D
2 EntityID properties.darknetforumpost
3 13087256C2795426CT26
4 7173e2c491a0dc170605
5 99226
6 79def826574250997598
7 0dc3969c3c3eceedn2
8
<

v

cormats

We look deeper

Import *csv via Libre Calc*

*my preferred way
to import csv
directly: Libre Office



http://libreoffice.org

Export Information

Example: Social Links ,Dark Net Transforms®“

Set Column width for ,,post text” Wrap text automatically

RmEAGAYLIUNM B RS = FENTC®
HOUFTgnOFMCk/zYKwER B O HEE RS ERHRO
. . WhrbUx82VpTT9802tr2sVdls_Zi0o 4 FEH Bt @
right |mOUS: C"de RwNQFULasY5RD! & {55 A e 1 AR HA17©
on column header SJFI,EZL;(;,k;%IF%T,\h Format Cells X
=mJZn
——END PGP S| Numbers Font Font Effects Alignment Asian Typography Borders Background Cell Protection
Post Text K Cut Strg+X liyouhaveany Alignment
text B Copy Strg+C http/ABKVTAX o ontal: Indent: [0 pt 5
http://goldbarshighky3v .onion - .
vegfy%igned megsslglge with my wallg (5 Paste Strg+V [OmESIeE | veticat
D Paste Special... Strg+Umschalt+V [We curtly fa Text Orientation
—BEGIN PGP SIGNED MESSAGE Thanks. !
Hash: SHA256 = > [ Vertically stacked
P& Insert Columns Before DNA Asian layout mode
http://wallstyizjhkvmj.onion/profile/d S |nsert Columns After 90000094 = [o¥'"
http://goldbarshighky3v onion http:/igoldbarshi  Degrees: 0 £
T Delete Columns verify signed m et . —= ABCD @
erence edge: LJ
Wickr: goldbars2018 . Clear Contents... Riick BEGINPGP ¢ A 1
Mail: goldbars29018@protonmail.cor - Hash: SHA256 .
——BEGIN PGP SIGNATURE-— Colurmn Width ; i | Properties
olumn Width. :gp-xw‘;uiz’gm [Ailirap text automaticall
iQEzBAEBCAAJFEEVCXCIFIBI0O( <%  Optimal Width... BN P [ Hyphenation active
h2mtEAgAYLUM O E R ES 5= "a"‘?lkfi le'l')iabaf? Shrink to fi
— . all” gol rsZy
HOUFTgnOFMCk/zYKwa—ﬂﬁnEESLT [ Hide Columns S FCINDGE | Text direction:
USETIOSNG B 1 st -
wNgFULas -BAEEC .
: . h2mtEAgAYLY
tuELxLkt1IQH1bAbhrGv SICSHTKWL 3aZi
GPZ7aypTRGNAIXY3ICAoRK Vigwe 1 Frecse Bows and Columns e 3
=mJZn -7 Split Window RwNgFULasY5| Hel Reset Cancel
——END PGP SIGNATURE-— e — = | o | [ one
If you have any issues signing up m| 7' Format Cells... Strg+1 subji
http://44kv74xnmwpva75.onion/

o
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Export Information

Example: Social Links ,Dark Net Transforms®“

Find information

=T

Hello, we are looking for

Hey folks. Just wanted tg

We currently have high

&2 &3

Hey guys we are back and have zepam and Roche available . We are operating
Bce 6asbl 06HoBNeHs! Ha 01.06.2019. HanomuHato, UTO Bbl MOXETE KyNUTh W CKauyatk

| am sending out a bunch of 10 pill blisters for free to folks to try and

2019-05-23 09:2
2019-06-04 10:5

2018-09-15 10:0:

Lets create a wiki of all the mail services for deepwebbing
Ycnoeus: Bes nocpeanukoe. Bes npegonnarel. 100% koHd uaeHuManbHoCTb

X
Sheet [Cell ]Content
dark-net- $G$2885 Maybe open a bank (US) but for UK i dont know if that would wor A
dark-net- $G$2886 | ordered a paypal account from this guy paypal master on this site
dark-net- $GS$2887 Hi, If i create my own website and put it my own paypal payment
dark-net- $GS2888  You can get everything on that person, the one on the PayPal accc | (12 23:0
dark-net- $G$2889 | will test you with one PayPal account. sand-boxed (browser+coo
dark-net- $GS2890 Hello, i am also experiencing the same problem, i have tried to lau
dark-net- $G$2891 | do not know, | have never bought a paypal account before, so | a
dark-net- $G$2892 | saw on here a suggestion to use LocalBitcoins, but | ran into a pre
dark-net- $G$2893  In order to add balance throu bank account requires 2 -3 days to r 24 20-1
dark-net- $GS$2894 71 Bitcoin=85957 BTCnGame.com Sminutes transfer,100% trusted /
dark-net- $GS2895  Basically | am looking to buy a paypal account, my aimis to move
dark-net- $G$2896  I'ma beginner in this, for practice | got myself a paypal account w
dark-net- $G$2897 A bitcoin wallet is a device for storing, sending, and receiving bitc
dark-net- $G$2898  where can i get paypal accounts, for free, i know its allot because i v
< >
2823 results found (only 1000 are listed)
Show this dialog
22 153
its first time to come here and say Hi to maybe new or old members here . i 2018-03-30 23:44
either a

2017-02-23 20:2
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